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Using secure configuration 
 
 
The configuration encryption feature can only be used with products that have a USB port, and the 
administrator must have a compatible USB key.  Contact your NETASQ partner to obtain a USB key. 
 
Once the secure configuration feature has been enabled, the USB key containing the secret is 
necessary for starting up the appliance.  After the firewall has booted, the administrator can remove 
the key.  The configuration of the appliance is secure. 
 
The procedure for activating secure configuration is as follows: 
 

 Select the configuration menu Firewall\Secure Configuration, which will open the 
secure configuration window. 
 

 Connect the USB key. 
 

 Click on Test key, which should display the key status as “USB key not initialized”. 
 

 Check the option Secure configuration 
 

 Click on Send to activate secure configuration. 
 

 The key is now initialized, Firewall configuration files are encrypted and you will be asked to 
specify a path for copying the backup file.  
 

 
 
 

Restoring a defective key or creating a backup key  
 
When initializing the USB key containing the secret shared with the firewall, the firewall will back up 
this secret.  It will then be possible to perform backup operations on USB keys. 
 
The procedure for restoring a USB key is as follows: 

 
 

 Select the configuration menu Firewall\Secure Configuration, which will open the 
secure configuration window. 
 

 Connect the USB key. 
 

 The key status should either be “USB key not initialized” or “USB key initialized”. 
 

 The option “Secure configuration” should already have been selected. 
 

 Select the backup file to restore by clicking on the icon . 
 

 Click on Restore to restore the USB key. 
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 Click on Send to end the restoration operation. 
 

 
 
The procedure for creating a backup USB key is as follows: 
 
 

 Select the configuration menu Firewall\Secure Configuration, which will open the 
secure configuration window. 
 

 Connect the new USB key. 
 

 Click on Test key, which should display the key status as “USB key not initialized”. 
 

 The option Secure configuration should already have been selected. 
 

 Select the backup file to restore by clicking on the icon . 
 

 Click on Restore to restore the USB key. 
 

 Click on Send to finish creating the backup USB key. 
 

 


