
 

NET

 

TASQ UNIFIE

 

 

ED MANAGEER Version 7.0.2 
©

 

© Copyright NETAASQ 2008 

1 



 
 

NETASQ UNIFIED MANAGER Version 7.0.2 2 
 

© Copyright NETASQ 2008 
 

 
 
 
 
 
 
 
 

NNEETTAASSQQ  UUNNIIFFIIEEDD  MMAANNAAGGEERR  
 

VV..  77..00..22  
 
 
 
 
 
 
 
 
 
 

UUSSEERR  CCOONNFFIIGGUURRAATTIIOONN  MMAANNUUAALL  
 
 

((NNTTPP)) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Reference : ENCH0803_NTP-V7.0.2 
Created : March 2008 
Modified : March 2008 
  



 

NET

 

TASQ UNIFIE

 

Introdu
 
This pro
makes it
Timestam
 
NTP pro
unambig
error es
synchron
 
 
 

Using 
 
NTP is b
 

 
 
 

Operat
 

 The N
 
 

 Re
The oth
enabled
 

 
 
The NTP
 

 The S
 The K

 
 

 Re
A star w
the use

 
 
 

Server
 
This win
necessa
 
It compr
where a
associat
 
 

ED MANAGE

uction 

tocol allows 
t an unconn
mp Message

ovides time 
guous date.  
timated in t
nize.  

the NETA

based on a h

tion 

NTP service h

emark 
her elements
d. 

P service con

Servers tab
Keys tab: lis

emark 
will appear i

er that data m

rs 

ndow allows 
ary. 

rises 3 colum
applicable (w
ted key no lo

ER Version 7

synchronizin
nected proto
e protocols a

synchronizat
This protoco
he local clo

ASQ Firewa

ierarchical s

has to be act

s in the wind

nfiguration w

b: list of pub
st of authenti

n the window
may have bee

adding, edi

mns: the obje
with an indic
nger exists).

.0.2 
©

ng clients’ an
col.  In fact
nd an appro

tion mechan
ol includes th
ck as well a

all’s NTP s

tructure in w

tivated in ord

dow will be 

window comp

lic or private 
cation keys.

w’s title bar w
en changed.

iting or dele

ect name, typ
cation of “no
. 

 

© Copyright NETA

nd servers’ r
t, it is an up
priate replac

nisms with a
e possibility 
as indication

service 

which the firew

der to be use

enabled or d

rises two sec

NTP servers

when chang
 

eting NTP se

pe (host, add
one” or a nu

ASQ 2008 

real-time cloc
pgraded vers
cement. 

a nanosecon
of specifying

ns on the re

wall is only a

ed, via the me

disabled dep

ctions: 

s. 

es are made

ervers and a

dress range 
umber betwe

ck.  NTP is b
sion of Time

nd precision,
g information
eference clo

a client. 

enu Servic

pending on w

e to the conf

allows assig

or group) an
een 1 and 1

based on UD
e Protocol a

 while prese
n on the prec
ck with whic

ces\NTP. 

whether NTP

figuration to 

ning keys to

nd the assoc
15, or “inval

DP, which 
nd ICMP 

erving an 
cision and 
ch it can 

P has been 

information 

o them if 

ciated key 
lid” if the 

3 



 
 

NETASQ UNIFIED MANAGER Version 7.0.2 4 
 

© Copyright NETASQ 2008 
 

Authentication keys can be selected in this window, or deleted by selecting “None” in the drop-down 
list.  
 
A key cannot be used more than once in the table. 

 

 
 
 

Servers List of public or private NTP servers to which the Firewall can connect to 
synchronize. 

Add Accesses the objects database in order to select servers. 
Demove Deletes a selected server from the table. 

Allow 
unauthenticated 

servers 

This option allows you to authorize the use of servers which do not request 
authentication (i.e., with no associated keys). 
 

 
 
 

Keys 
 
This tab allows you to configure keys for authentication with NTP servers. This key is visible if you 
connect with modification rights, otherwise it is masked. 
 
Keys are defined by a number ranging from 1 to 15.  Any attempt to add a sixteenth key will cause an 
error message to appear. 
 
Keys can be modified directly in the table.  However, if the key key is longer than 8 characters, an erro 
message will appear.  The number of the key can also be modified.  In this case, only numbers that 
have not yet been assigned will be suggested. 
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Sending  
 
By clicking on Send, data will be checked and sent. 
 
The checking stage allows determining whether the keys associated with each server actually exist.  If 
they do not, an error message will appear and sending will be aborted. 
 
If the option “Allow unauthenticated servers” has not been selected, an error message will appear if 
there are servers that do not have associated keys. 
 
Enabled NTP configurations cannot be sent if no servers have been indicated. 
 
If the checking procedure runs smoothly, the configuration can be sent. 
 
 
 
 


